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DETAILED ACTION 
Information Disclosure Statement 

1 . The information disclosure statement filed January 29, 2002 (paper no. 5, 
recvd February 14, 2002) fails to comply with 37 CFR 1 .98(a)(2), which requires 
a legible copy of each U.S. and foreign patent; each publication or that portion 
which caused it to be listed; and all other information or that portion which 
caused it to be listed. It has been placed in the application file, but the 
information referred to therein has not been considered. Applicants are required 
to provide a copy of Daruwalla's "Routing Protocol Based Redundancy Design 
for Shared Access Network." 

Drawings 

2. The drawing is objected because of the following minor informalities: 
Figure 1 should be designated. by a legend such as -Prior Art-- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1 .121(d) are required in reply to the Office action to 
avoid abandonment of the application. The replacement sheet(s) should be 
labeled "Replacement Sheet" in the page header (as per 37 CFR 1 .121(d)) so as 
not to obstruct any portion of the drawing figures. If the changes are not accepted 
by the examiner, the applicant will be notified and informed of any required 
corrective action in the next Office action. The objection to the drawings will not 
be held in abeyance. 
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Specification 

3. The specification is objected to because of the following informalities: 
consistency and misnumbering. 

On p. 9, In. 14, the SNAT Queue should be labeled 328. 

On p. 9 , In. 15, the NAT Table entry is 450, not 452. 

On p. 10, In. 10, - a flow diagram for a SNAT Process 1300 -should be "a 

flow diagram for a primary/active SNAT Message Process 1300." 

On p. 10, In. 12, a backup/standby SNAT Process 1350 - should be "a 

flow diagram for a backup/standby SNAT Message Process 1350." 

Appropriate correction is required. 

Claim Objections 

4. Claims 1 ,26,41 ,48 are objected to because of the following informalities: 
With regard to claim 1, In. 5, -- a source device - should be "the source 

device" because a source device was mentioned in In. 4. 

With regard to claim 26, In. 7, - at least one NAT entry - should be "the at 
least one NAT entry" because at least one NAT entry was mentioned in In. 27-28. 

With regard to claim 41 , In. 15, said a second network device - should 
be "said network device" or "a network device." 

With regard to claim 48, In. 6-7, « a comprising a computer readable 
medium, the computer readable comprising: has too many words. 
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Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

6. Claims 1-10,13-22,26-36,40-42,46-50 are rejected under 35 

U.S.C. 102(e) as being clearly anticipated by Luciani (U.S. Pat No. 6,331 ,984). 

With regard to claim 1 , Luciani discloses a method for implementing 
redundancy of stateful NAT information (current state of NAT translation table 
entries, col. 7, In. 1 1) in at least one network device of a data network, the 
method comprising: 

receiving, at a first network device ("client" border router, col. 6, In. 46), a 
first packet (CSA messages) from a source device ("server" border router, col. 6, 
In. 44-45), said first packet including a header portion comprising address 
information (local and global IP address in of a CSA message, Fig. 2) relating to 
a source device and a destination device associated with the first packet; 

generating a first NAT entry (each line of a NAT translation table is an 
entry, Fig. 2) relating to the source device (local IP address, Fig. 2) of the first 
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packet, wherein the source device is associated with a globally unique network 
address (global IP address, Fig. 2); 

storing the first NAT entry in a first NAT data structure (a NAT translation 
table) residing at the first network device (routers); 

generating a first NAT transaction message (CSA messages) which 
includes information relating to updates or modifications (The CSA messages 
may be sent in association with any number of events, such as when a router 
boots, reboots, or when the router detects a change/updates its own NAT 
translation table, to synchronize NAT translation tables with common border 
routers, col. 6, In. 50-54)performed on the first NAT data structure; and 

transmitting the first NAT transaction message to at least one other 
network device (router 130 sends CSA messages to router 140, and router 140 
likewise sends CSA messages to router 130) to thereby cause the at least one 
other network device to update (in order to synchronize NAT translation table, 
col. 6, In. 46-50) a respective NAT data structure associated with the at least one 
other network device using information from said first NAT transaction message, 

as recited in claim 1 . 



With regard to claim 2, Luciani further discloses the first NAT entry (each 
line of a NAT translation table is an entry, Fig. 2) includes a NAT ID field 210 
(local IP address in Fig. 2) relating to an identity of a specific network device 
which is responsible for controlling modification of that particular NAT entry, as 
recited in claim 2. 
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With regard to claim 3, Luciani further discloses consulting the NAT ID 
field 210 (local IP address in Fig. 2) corresponding to a particular NAT entry 
(each line of a NAT translation table is an entry, Fig. 2) in the first NAT data 
structure (a NAT translation table) to determine whether modification of the 
particular NAT entry may be performed, as recited in claim 3. 

With regard to claim 4, Luciani further discloses allowing the first network 
device to modify (the NAT translation tables need to be synchronized, col. 5, In. 
51-52) (The CSA messages may be sent in association with any number of 
events, such as when a router boots, reboots, or when the router detects a 
change/updates its own NAT translation table, to synchronize NAT translation 
tables with common border routers, col. 6, In. 50-54; Therefore, it is inherent that 
there will be modification in order to synchronize.) the particular NAT entry in 
response to a determination that the NAT ID field of the particular NAT entry 
corresponds to said first network device, as recited in claim 4. 

With regard to claim 5, Luciani further discloses preventing (It is inherent 
that the modification will not corrupt the NAT translation during synchronization.) 
the first network device from modifying the particular NAT entry in response to a 
determination that the NAT ID field of the particular NAT entry does not 
correspond to said first network device, as recited in claim 5. 
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With regard to claim 6, Luciani further discloses a NAT transaction 
message (CSA messages) comprising information relating to: 

an identifier of the at least one other network device; and 

instructions 360 (protocol ID, col. 7, In. 33-36) for causing the at least one 
other network device to modify (The CSA messages may be sent in association 
with any number of events, such as when a router boots, reboots, or when the 
router detects a change/updates its own NAT translation table, to synchronize 
NAT translation tables with common border routers, col. 6, In. 50-54) its 
respective NAT data structure (a NAT translation table) to include a NAT entry 
(each line of a NAT translation table is an entry, Fig. 2) comprising information 
that is substantially identical to the information contained in the first NAT entry; 

as recited in claim 6. 

With regard to claim 7, Luciani further discloses the first network device is 
a router 130,140 (Fig. 1), as recited in claim 7. 

With regard to claim 8, Luciani further discloses 

receiving said first NAT transaction message (CSA messages) at the at 
least one other network device (router 140 receives CSA messages from router 
130, col. 6, In. 46-47); and 

modifying (The CSA messages may be sent in association with any 
number of events, such as when a router boots, reboots, or when the router 
detects a change/updates its own NAT translation table, to synchronize NAT 



A: 
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translation tables with common border routers, col. 6, In. 50-54) a second NAT 
data structure (a NAT translation table in router 140) residing on the at least one 
other network device in accordance with instructions 360 (protocol ID in CSA 
messages, col. 7, In. 33-36) provided in said first NAT transaction message (CSA 
messages), as recited in claim 8. 

With regard to claim 9, Luciani further discloses 
modifying includes creating a NAT entry in the second data structure 
comprising information that is substantially identical to the information contained 
in said first NAT entry (It is inherent in synchronization that first and second data 
structures are modified to be the same.), as recited in claim 9. 

With regard to claim 10, Luciani further discloses the first network device 
is configured as a primary ("server", col. 6, In. 44) traffic handling device of a 
primary-backup redundancy group, and wherein the at least one other network 
device is configured as a backup ("client", col. 6, In. 46) traffic handling device of 
the primary-backup redundancy group, as recited in claim 10. 

With regard to claims 13, 46 and 49, Luciani discloses a method for 
synchronizing NAT information stored on different network devices that have 
been configured to implement a NAT protocol, each of said network devices 
including a respective NAT data structure configured to store said NAT 
information, the method comprising: 
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creating in a first NAT data structure (a NAT translation table of router 
130) of a first network device (router 130, Fig. 1), a first NAT entry (each line of a 
NAT translation table is an entry, Fig. 2) relating to a network node 210 (local IP 
address, Fig. 2) engaged in a communication session, said first NAT entry 
including information relating to a local network address 210 (local IP address, 
Fig. 2) of the network node and a dynamically assigned global network address 
220 (global IP address) of the network node; 

generating a first NAT transaction message (CSA messages) which 
includes information relating to updates or modifications (The CSA messages 
may be sent in association with any number of events, such as when a router 
boots, reboots, or when the router detects a change/updates its own NAT 
translation table, to synchronize NAT translation tables with common border 
routers, col. 6, In. 50-54) performed on the first NAT data structure; and 

transmitting the first NAT transaction message to at least one other 
network device (router 130 sends CSA messages to router 140, and router 140 
likewise sends CSA messages to router 130) to thereby cause the at least one 
other network device to update (in order to synchronize NAT translation table, 
col. 6, In. 46-50) a respective NAT data structure associated with the at least one 
other network device using information from said first NAT transaction message; 

as recited in claim 13. 

With regard to claim 14, Luciani further discloses the first NAT entry (each 
line of a NAT translation table is an entry, Fig. 2) includes a NAT ID field 210 
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(local IP address in Fig. 2) relating to an identity of a specific network device 
which is responsible for controlling modification of the first NAT entry, as recited 
in claim 14. 

With regard to claim 15, Luciani further discloses a NAT transaction 
message comprising information relating to: 

an identifier of the at least one other network device; and 
instructions 360 (protocol ID, col. 7, In. 33-36) for causing the at least one 
other network device to modify (The CSA messages may be sent in association 
with any number of events, such as when a router boots, reboots, or when the 
router detects a change/updates its own NAT translation table, to synchronize 

NAT translation tables with common border routers, col. 6, In. 50-54) its 

] 

respective NAT data structure (a NAT translation table) by creating a second 
NAT entry (each line of a NAT translation table is an entry, Fig. 2) comprising 
information that is substantially identical to the information contained in the first 
NAT entry; 

as recited in claim 15. 

With regard to claim 16, Luciani further discloses the second NAT entry 
includes a corresponding NAT ID field 210 (local IP address in Fig. 2) which 
specifies an identity of the first network device (It is inherent in synchronization 
that first and second data structures and entries are corresponding), as recited in 
claim 16. 
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With regard to claim 17, Luciani further discloses 

receiving said first NAT transaction message (CSA messages) at the at 
least one other network device (router 140 receives CSA messages from router 
130, col. 6, In. 46-47); and 

modifying (The CSA messages may be sent in association with any 
number of events, such as when a router boots, reboots, or when the router 
detects a change/updates its own NAT translation table, to synchronize NAT 
translation tables with common border routers, col. 6, In. 50-54) a second NAT 
data structure (a NAT translation table in router 140) residing on the at least one 
other network device in accordance with instructions 360 (protocol ID in CSA 
messages, col. 7, In. 33-36) provided in said first NAT transaction message (CSA 
messages), as recited in claim 17. 

With regard to claim 18, Luciani further discloses 
modifying includes creating a NAT entry in the second data structure 
comprising information that is substantially identical to the information contained 
in said first NAT entry (It is inherent in synchronization that first and second data 
structures are modified to be the same.), as recited in claim 18. 

With regard to claim 19, Luciani further discloses 
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receiving said first NAT transaction message (CSA messages) at the at 
least one other network device (router 140 receives CSA messages from router 
130, col. 6, In. 46-47); and 

modifying (The CSA messages may be sent in association with any 
number of events, such as when a router boots, reboots, or when the router 
detects a change/updates its own NAT translation table, to synchronize NAT 
translation tables with common border routers, col. 6, In. 50-54) using information 
from said first NAT transaction message, a second NAT data structure residing 
on the at least one other network device by creating a second NAT entry in the 
second data structure, said second NAT entry comprising information that is 
substantially identical to the information included in said first NAT entry (It is 
inherent in synchronization that first and second data structure and entries are 
modified to be the same), as recited in claim 19. 

With regard to claim 20, Luciani further discloses consulting a NAT ID field 
210 (local IP address in Fig. 2) corresponding to a particular NAT entry (each line 
of a NAT translation table is an entry, Fig. 2) in the second NAT data structure (a 
NAT translation table) to determine whether modification of the particular NAT 
entry may be performed, as recited in claim 20. 



With regard to claim 21 , Luciani further discloses allowing the at least one 
other network device to modify (the NAT translation tables need to be 
synchronized, col. 5, In. 51-52) (The CSA messages may be sent in association 
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with any number of events, such as when a router boots, reboots, or when the 
router detects a change/updates its own NAT translation table, to synchronize 
NAT translation tables with common border routers, col. 6, In. 50-54; Therefore, it 
is inherent that there will be modification in order to synchronize.) the particular 
NAT entry in response to a determination that the NAT ID field of the particular 
NAT entry corresponds to said at least one other network device, as recited in 
claim 21. 

With regard to claim 22, Luciani further discloses preventing (It is inherent 
that the modification will not corrupt the NAT translation during synchronization.) 
the at least one other network device from modifying the particular NAT entry in 
response to a determination that the NAT ID field of the particular NAT entry 
does not correspond to said at least one other network device, as recited in claim 
22. 

With regard to claims 26 and 47, Luciani discloses a method for 
synchronizing NAT information stored on different network devices that have 
been configured to implement a NAT protocol, each of said network devices 
including a respective NAT data structure configured to store said NAT 
information, said NAT information including at least one NAT entry relating to a 
network node engaged in a communication session with at least one other 
network node, the method comprising: 
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modifying the at least one NAT entry (each line of a NAT translation table 
is an entry, Fig. 2) in a first NAT data structure (a NAT translation table of router 
130) of a first NAT network device (router 130, Fig. 1); 

generating a first NAT transaction message (CSA messages) which 
includes information relating the modifications (The CSA messages may be sent 
in association with any number of events, such as when a router boots, reboots, 
or when the router detects a change/updates its own NAT translation table, to 
synchronize NAT translation tables with common border routers, col. 6, In. 50-54) 
performed on the first NAT data structure; and 

transmitting the first NAT transaction message to at least one other 
network device (router 130 sends CSA messages to router 140, and router 140 
likewise sends CSA messages to router 130) to thereby cause the at least one 
other network device to modify (in order to synchronize NAT translation table, 
col. 6, In. 46-50) a respective NAT data structure associated with the at least one 
other network device using information from said first NAT transaction message; 

as recited in claim 26. 

With regard to claim 27, Luciani further discloses a NAT transaction 
message that includes information relating to an addition of a new NAT entry to 
the first NAT data structure (it is inherent that synchronization of NAT translation 
table can include addition of a new NAT entry), as recited in claim 27. 
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With regard to claim 28, Luciani further discloses a NAT transaction 
message that includes information relating to a deletion of a NAT entry from the 
first NAT data structure (it is inherent that synchronization of NAT translation 
table can include deletion of a NAT entry), as recited in claim 28. 

With regard to claim 29, Luciani further discloses a NAT transaction 
message that includes information relating to a modification of an existing NAT 
entry in the first NAT data structure (it is inherent that synchronization of NAT 
translation table can include modification of an existing NAT entry), as recited in 
claim 29. 

With regard to claim 30, Luciani further discloses a computer readable 
medium and computer code, col. 4, In. 63-col. 5, In. 5. 

With regard to claims 31, 48 and 50, Luciani discloses a method for 
synchronizing NAT information stored on different network devices (routers 
130,140 in domain D and router 150 in domain C, both in Fig. 1) that have been 
configured to implement a NAT translation protocol (NAT software, col. 2, In. 61 
and col. 3, In. 13-14), each of said network devices including a respective NAT 
date structure (associated data structure, col. 3, In. 14) configured to store NAT 
information (NAT translation table), the method comprising: 

receiving, at a first network device, a first network device (router 130 in 
domain D), a first NAT transaction message (a "server" border router sends CSA 
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messages, col. 6, In. 44; the SCAP is a generic flooding protocol that provides for 
synchronizing the contents of separate caches maintained among multiple 
distributed server entities in a server group so that the servers actively mirror 
state information, col. 5, In. 61-65) which includes updated NAT information 
(SCSP may be used by NAT to ensure accurate, up to date mapping, col. 5, In. 
67-col. 6, In. 1) generated by a second network device (router 140 in domain 
D)(router 140 likewise sends CSA messages to router 130, col. 6, In. 48-50), the 
updated NAT information including information relating to modifications (The 
CSA messages may be sent in association with any number of events, such as 
when a router boots, reboots, or when the router detects a change/updates its 
own NAT translation table, to synchronize NAT translation tables with common 
border routers, col, 6, In. 50-54) to be performed on NAT information stored in a 
first NAT data structure on the first network device; and 

modifying (The synchronization may occur immediately upon a router 
updating its own NAT translation table, col. 6, In. 55-56) the first NAT data 
structure using information from said first NAT transaction message to thereby 
achieve synchronization of NAT information stored on the first and second 
network devices (Additionally, each border router must be aware of the othe 
common border routers for a given router domain, col. 6, In. 29-30); 

as recited in claim 31. 



With regard to claim 32, Luciani further discloses a NAT transaction 
message includes instructions to add a new NAT entry to the first NAT data 
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structure (it is inherent that synchronization of NAT translation table can include 
addition of a new NAT entry), as recited in claim 32. 

With regard to claim 33, Luciani further discloses a NAT transaction 
message includes instructions to delete a specific NAT entry stored in the first 
NAT data structure (it is inherent that synchronization of NAT translation table 
can include deletion of a NAT entry), as recited in claim 33. 



With regard to claim 34, Luciani further discloses a NAT transaction 
message includes instructions to modify an existing NAT entry in the first NAT 
data structure (it is inherent that synchronization of NAT translation table can 
include modification of an existing NAT entry), as recited in claim 34. 



With regard to claims 35, 41 and 42, Luciani discloses a network device 
(routers 130,140, Fig. 1) configured to implement redundancy of stateful NAT 
information (current state of NAT translation table entries, col. 7, In. 1 1) in a data 
network, the network device comprising: 

at least one processor (it is inherent where there are computer program 
product and code, or software, there is some processor to execute the computer 
program product, code, software); 

at least one interface (routers connected to LAN 1 10,120,170 in Fig. 7) 
configured or designed to provide a communication link to at least one other 
network device in the data network; and 



Application/Control Nfrhber: 09/735,199 Page 
Art Unit: 2667 

memory, col. 4, In. 63-col. 5, In. 5; 

said at least one process (synchronization) being configured to store in 
said memory a plurality of data structures (NAT translation tables), including: 

a first NAT data structure configured to store information relating to 
address translations corresponding to selected network nodes in the network 
(Fig. 2); and 

a NAT transaction data structure configured to store transactional 
information relating to updates or modifications performed on the first NAT data 
structure (a NAT translation table in Fig. 2 and a CSA message in Fig. 3); 

said network device being configured to transmit (router 130 sends CSA 
messages to router 140, and router 140 likewise sends CSA messages to router 
130, col. 6, In. 43-61) at least a portion (partial or all, col. 6, In. 16) of said NAT 
transactional information to said at least one other network device to thereby 
cause the at least one other NAT network device to modify (The CSA messages 
may be sent in association with any number of events, such as when a router 
boots, reboots, or when the router detects a change/updates its own NAT 
translation table, to synchronize NAT translation tables with common border 
routers, col. 6, In. 50-54) a respective NAT data structure associated with the at 
least one other NAT network device using the NAT transaction information, as 
recited in claim 35 



With regard to claims 36, 41 and 42, Luciani discloses a network device 
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wherein the network device is further configured or designed to receive 
(router 140 receives CSA messages to router 130, and router 130 likewise 
receives CSA messages to router 140, col. 6, In. 43-61) NAT transactional 
information from said at least one other device, said received NAT transactional 
information including information relating to updates or modifications performed 
on said respective NAT data structure associated with the at least one other 
network device; and 

wherein the network device is further configured or designed to update or 
modify (The CSA messages may be sent in association with any number of 
events, such as when a router boots, reboots, or when the router detects a 
change/updates its own NAT translation table, to synchronize NAT translation 
tables with common border routers, col. 6, In. 50-54) said first NAT data structure 
using data from said received NAT transactional information to thereby achieve 
redundancy of NAT information stored on the first network device and the at least 
one other network device. 



With regard to claim 40, Luciani further discloses a network device 
(routers such as 130,140) that is configured as a traffic handling device and 
further comprises a routing table (a NAT translation table Fig. 2 is maintained in a 
border router, col. 4, In. 16-17). 



With regard to claim 48, Luciani discloses software product stored on a 
machine-readable medium, col. 4, In. 63-col. 5, In. 5. 
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With regard to claim 50, Luciani discloses stateful NAT information, col. 7, 

In. 11. 



7. Claims 11-12, 23-25,37-39,43-45 are objected to as being dependent 
upon a rejected base claim, but would be allowable if rewritten in independent 
form including all of the limitations of the base claim and any intervening claims. 



8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Luciani (U.S. Pat No. 6,418,476) discloses a method for synchronizing 
NAT tables using OSPF. The distribution of NAT information in OSPF consists of 
transmitting data from a first to second network devices. Both Luciani 6,331 ,984 
and 6,418,476 are equally applicable in translating addresses from one format to 
another, thus satisfying the plurality of data structure limitation. 

Luciani et. al., "Server Cache Synchronization Protocol (SCSP)", RFC 
2334, Network Working Group, April 1998. 

Moy, J., "OSPF Version 2", RFC 1583, Network Working Group, March 

1994. 
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9. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Blanche Wong whose telephone number is 



Friday, 830am to 530pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Chi H Pham can be reached on 571-272-3179. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Busines^Center (EBC) at 866-217-9197 (toll- 



571-272-3177. The examiner can normally be reached on Monday through 



BW 

August 5, 2004 



free). 
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